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ABSTRACT Keywords
Digital literacy affects how people use the internet. However, we argue WhatsApp; digital Literacy;
that the concept of “digital literacy” cannot usefully be applied to all Colombia; Mexico

internet users; there is simply too much heterogeneity across devices,
platforms, and social contexts. We conduct surveys in Mexico and
Colombia to understand how these people use the internet. We find
that WhatsApp is by far the dominant platform across all sectors of
society. In contrast to evidence from the US, we find that education is
a better predictor of two measures of digital literacy than is age. We
then conduct a survey experiment to test how people understand
news shared on WhatsApp. We find that the inclusion of a link to
source material increases respondents’ trust in a message shared on
WhatsApp, but that the platform-supplied note that a message has
been shared many times has no such effect.

Digital Literacies and Platform Affordances

Like previous innovations in media technology, the internet and social media have enabled an
explosion in the production of media and thus the amount of content that average citizens can
consume. In both cases, however, there were and are significant inequalities in the capacities of
citizens to understand and take advantage of this media. Addressing the current “secondlevel
digital divide” (Hargittai, 2001) requires the cultivation of digital literacy. Although scholars of
digital literacy are generally nuanced in their treatment of the topic (Gilster, 1997; Koltay,
2011), the extent of the heterogeneity and complexity of the digital media environment
presents a novel challenge for both citizens and how researchers understand their experiences.

Research on digital literacy has seen renewed interest in the wake of concern about the
spread of misinformation on social media in the past decade. In particular, a series of large-scale
analyses in the US demonstrated overwhelming relationship between age and the propensity to
view and share misinformation (Barbera, 2018; Grinberg et al., 2019; A. Guess et al., 2019a). Age
itself is unsatisfying as a theoretical mechanism; however, age is correlated with a host of other
individual characteristics, including digital literacy (A. M. Guess & Munger, 2023), which does
have implications for how people evaluate news online.
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A. M. Guess and Munger (2023) define digital literacy as consisting of a skills component
and an information literacy component. At this level of abstraction, the definition is
plausible, but the specific way that scholars have rationalized these two components cannot
be trivially transported out of the context in which they were developed. The paradigmatic
citizen in this context is located in Europe or the US; uses a personal computer (desktop or
laptop); has no limits on data availability; and encounters information in a platform-driven
social media context.

Contrast this with the modal internet user in Latin America who uses a mobile device;
with a pre-paid phone plan with data caps; and who encounters information in
a WhatsAppstyle peer-to-peer messaging context. Although cross-national differences
dominate, this mode of internet use is far more common worldwide than is the
European/US context that serves as an implicit baseline internet experience in both the
minds of many researchers and the research itself.

WhatsApp in particular has received insufficient attention compared to platforms like
Facebook and Twitter. The app ranks third in worldwide Monthly Active Users, behind
Facebook and YouTube, yet there are fewer than 10% as many Google Scholar results for
WhatsApp than for Facebook, YouTube or Twitter. In addition to regional and linguistic
bias — as well as the non-trivial barrier to collecting data from WhatsApp relative to platforms
with more open APIs - the fact that WhatsApp is “merely” a messaging app has accelerated its
naturalization: the process by which technology ceases to be recognized as technology and
instead becomes an invisible part of daily life (Cruz & Harindranath, 2020).

This ubiquity can sometimes overshadow the specific affordances of WhatsApp: the
limits the platform has imposed on the sharing of messages across groups, the limits on the
number of pictures that can be shared, and most centrally, the warning the platform
provides when a message has been re-shared many times.

We therefore investigate two dimensions on which the “banal” reality (to use Treré
(2020)’s evocative phrase) of WhatsApp use for political communication in Mexico and
Colombia differs from the use of platform-based social media in the US and Europe.

First, at the individual level, we investigate the relationships between demographic
characteristics like age and education, the use of the internet and social media, and
a variety of measures of digital literacy and platform-specific knowledge. Our aim here is
to verify the extent to which well-known relationships from the US context (like the
negative relationship between age and digital literacy) apply in Mexico and Colombia.
This is essential for how scholars can adapt findings from one context to another, how
they should change (or not) their theoretical expectations. Based on existing literature for
contexts other than the US, we propose, as our first testable hypothesis, that the correlation
between digital literacy and education is stronger than that between digital literacy and age
in Colombia and Mexico.

Second, with respect to the specifics of the affordances of WhatsApp, we conduct an
experiment to analyze the impact of two kinds of cues on how citizens evaluate whether
a news story shared on WhatsApp is credible, and whether they are willing to read it and/or
share it. The first experimental manipulation is an example of a user-specific cue: the
inclusion of a link to the quoted news story. Again, based on the existing literature,
our second testable hypothesis states that the inclusion of a source has a positive effect on
the probability that a WhatsApp user reads, shares and believes in news received through
this platform.
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The second manipulation is an example of a platform-specific cue: the addition of the
phrase “Reenviado Muchas Veces” and its characteristic “double arrow,” which signals that
a message has been forwarded five or more times, instead of the message that it has simply
been forwarded (“Reenviado”). Our study thereby applies and extends the theory developed
in Tandoc et al. (2022)—the most related study of which we are aware - from Singapore to
Mexico and Colombia, countries with similar levels of WhatsApp use but very different
media environments and levels of digital literacy. The existing evidence here is less
conclusive and we are therefore a bit more agnostic regarding this cue, and hypothesize
that the tag only has an effect on the probability that users find a news story credible.

To corroborate our hypotheses, we conduct an original survey with a sample of over
3,000 internet users in both Colombia and Mexico. We collaborated with Offerwise, an
established consulting company with over 16 years of experience in online market research
in Latin America. Offerwise has one of the largest and most representative panels of
respondents in Latin America and among U.S. Hispanics, and while the sampling frame
does not allow for making population-inferences about base rates of internet use or digital
literacy, the correlations between these characteristics and the results of our experiments are
still useful for answering our central research question.

One major finding in the US context is that older people are on average much more likely to
be exposed to misinformation than are young people (Barbera, 2018; Grinberg et al., 2019;
A. Guess et al., 2019b) and that this tendency can be in part explained by digital literacy
(A. M. Guess & Munger, 2020). This could be primarily because of age per se or primarily
because of cohort- or network-based effects. Data from a single country are insufficient to
disentangle these mechanisms, motivating one dimension of the present analysis. As stated
above, we hypothesize that the latter effects dominate, and that the digital literacy gradient in
Latin America will be driven more by education than by age. This is what we find: across two
scales developed to measure digital literacy in the US, more of the variance is explained by
educational attainment than by age, in both Mexico and Colombia and in contrast to the US.

Moreover, we find that the relationship between age and internet skills is non-monotonic,
with middle-aged respondents scoring higher than either the young or the old. In contrast,
according to our new scale of WhatsApp knowledge, young respondents score highest. And in
both Colombia and Mexico, the relationship between education and WhatsApp knowledge is
non-monotonic: respondents with either the lowest or highest level of educational attainment
evince less WhatsApp knowledge than respondents in the middle of the range.

Turning to our experimental results, we find consistent evidence across both countries and
multiple outcome measures that the addition of the link to the original story increased the
credibility of the message being shared, as well as their reported propensity to read and share the
message. This result is consistent with our second testable hypothesis. However, we find little
evidence that switching the WhatsApp cue from “Reenviado” to “Reenviado Muchas Veces” had
any effect, in contrast to what we propose in our third hypothesis. The one exception is that in
Mexico (but not Colombia), the addition of “Muchas Veces” caused respondents to be more likely
to share the message, without any effect on the credibility of the news or their propensity to read it.

We also explore treatment effect heterogeneity along the various dimensions that have
been found to moderate digital treatment effects in other contexts. In contrast to our
expectations and our fourth testable hypothesis, we find little evidence of treatment effect
heterogeneity; the one exception is along the dimension of age, although this effect appears
only for some outcome measures.
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In summary, our results provide important context for scholars studying digital media,
platform affordances and media credibility across multiple contexts. Although digital
literacy has been shown to be correlated with age than with education in the US, we find
the opposite result in Mexico and Colombia; furthermore, this important moderating
variable was not shown to have any effect of how citizens interpret the platform-specific
cue of interest. But we also find that “Mexico and Colombia” cannot be considered a single
context, with different experimental results in each country.

The question of how best to translate knowledge across contexts is a difficult one, but the
solution is not to shy away from the problem, to retreat to the best-studied countries and
platforms. Our study combines the examination of individual- and platform-level variables
in the aim of balancing the process of theoretical generalization with careful empirical
checks on the intuitions underlying that theory.

WhatsApp and Political Communication
WhatsApp in Colombia and Mexico

WhatsApp comprises much of the internet for many people in Latin America. On this
dimension and in terms of human capital and the prevalence of mobile internet access, this
region is far more representative of the rest of the world than are the developed countries
that currently dominate research on online communication. According to the
Latinobarémetro (2018), 64% of the population in Latin America used this app, with similar
numbers for Colombia (67%) and Mexico (60%). Treré (2020) explains WhatsApp’s appeal
in these contexts: “[I]ts simplicity, reliability and accessibility are some of its core selling
points, especially for people in the Global South where online services are accessed mainly
through cellphones and several connectivity and bandwidth issues are often thwarting
a rapid and fluid digital experience.”

Even though Colombia and Mexico have similar characteristics in terms of education,
internet use and WhatsApp popularity, these countries provide a contrast in terms of the
political orientation of the government in power. Mexico is governed by a left-wing
government led by Andres Manuel Lopez Obrador, who won the election in 2018 with an
agenda contrary to the traditional parties of Mexico (PRI and PAN). His party, MORENA,
describes itself as a democratic left-wing party with an agenda opposing the neoliberal
economic policies that Mexico began adopting in the 1980s. In contrast, Ivan Duque won
the Colombian elections in the same year of 2018 with the support of the Centro
Democratico party, founded by former right-wing president Alvaro Uribe Velez. The
party’s political agenda is based on security, private investment, and social cohesion.

We consider these two countries given the political orientation of their governments and
the increasing relevance of WhatsApp in their elections. Political candidates and organizers
rely on WhatsApp to reach voters, mobilize supporters, raise funds, and increase poll
turnout. However, the spread of disinformation and polarization in elections is
a significant concern in both countries." For instance, prior to the 2018 parliamentary
elections in Colombia, a fake image claiming that the Governor had suspended the elections
in the port city of Tumaco was widely circulated on WhatsApp.”

In Colombia and Mexico, as in other countries in the Global South like Brazil, India, and
Nigeria (Ceci, 2021), WhatsApp is one of the most important channels for disseminating
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fake news (Cheeseman et al., 2020; Davies, 2020; Santini et al., 2021). Given the rapidly
changing nature of political discourse on digital platforms, it is crucial to have
a comprehensive understanding of WhatsApp’s role in political matters beyond a single
country.

Digital Literacy and (Mis)information on WhatsApp

Political misinformation is troublingly common on WhatsApp, especially during elections
(Garimella & Eckles, 2020; Machado et al., 2019). Chain messages or cadenas—commu-
nications in the form of text, audio or video forwarded massively across users - are
frequently used for political, commercial, and sometimes fraudulent purposes (Cortes &
Penarredonda, 2018). The technological affordances of WhatsApp include the fact that
messages are encrypted, which means that the company (and its parent corporation, Meta,
which also operates Facebook) cannot deploy the same suite of content moderation tools
that have been developed in the context of platform-centric social media. There is no
algorithm governing the display of content on WhatsApp, evidence that misinformation
can flourish even without the attention-based algorithmic feedback loops that have inspired
concern in the platform context.

Still, the social dynamics that determine the flow of content on WhatsApp — what gets
posted, shared, engaged with, and whether this happens in one-on-one chats, small friend
group chats, large family group chats, or extremely large (up to the limit of 256 people)
group chats organized around shared interests — are complex. The individual user must
evaluate the text, audio recordings, videos, images and links that are shared with them. They
must also decide what they themselves want to share, and with whom, and in what contexts.

When a person receives a message on WhatsApp, they have information about the
person who sent it and how many times it has been forwarded; the recipient can also easily
forward it to other groups of people within WhatsApp. A user can do this by selecting the
link and then choosing the person within their WhatsApp contact list who will receive the
message. However, and more relevant to our study, a user can also share information
directly without opening the content of the message (in the case of an Internet link, for
example).Baulch et al. (2020) provides a useful overview of research on WhatsApp and
political communication.

There is some evidence that the restrictions on re-sharing decreased the speed of spread
of misinformation in Brazil and India (Melo et al., 2019). However, the individual mechan-
isms that produce this macro-level tendency are not yet known; our goal is to better
understand how users decide how to evaluate information they encounter on the app.
Furthermore, Santos et al. (2020) shows how strong restrictions on the use of WhatsApp in
Brazil - specifically, a brief shutdown of the app - spurred future skill acquisition. This
points to the challenge of studying the effect of platform changes in the presence of response
by users.

In research on digital literacy in the United States, one variable has been found to have
the most significant explanatory power: age. This variable is of course far from determinis-
tic, and scholars have been careful to point out that narratives about “digital natives” and
“digital immigrants” can obscure more than they explain (Hargittai, 2010). Given the
distinct pathways by which individuals in the Global South have come to use the internet,
we expect the relationship to be even weaker there. Some of the difference in our
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expectations across national contexts stems from the empirical distribution of age and
education. The age pyramid in many advanced democracies is unusually top-heavy, in
contrast to developing countries like Colombia, and especially Mexico, which have younger
populations.

There are many mechanisms that can explain the correlation between age and digital
literacy in the United States. At least some of the explanation, though, seems to be related to
the evolution of cognitive plasticity throughout the life cycle, which is the kind of effect that
we expect to be relatively constant across national contexts. In the United States, 17% of the
population is at least 65 years of age, compared to just 9% in Colombia and 8% in Mexico.
Pew reports that 75% of US citizens in this age range use the internet (Pew, 2021), compared
to 53% of citizens living in Latin American.” Age also influences the rate of social media
adoption, but compared to the Internet, the gap between the number of social media users
in the US vs. Latin America seems to be wider. Pew reports that 45% of US citizens in this
age range (65 years or more) use at least one social media app (Pew, 2021), compared to less
than 3.4% in Mexico®* and 4.1% in Colombia.’

So while we expect age to be important in explaining digital literacy in Colombia and
Mexico, we expect it to be less relevant than in the United States. In contrast, we expect that
human capital will be more relevant to how citizens of these nations interpret information
on WhatsApp. There is significantly more variation in education level in these nations,
a proxy for human capital. Furthermore, given that the content encountered on WhatsApp
is even more driven by social networks than content on platform-based social media, we
expect that the level of human capital of the social contexts in which Mexicans and
Colombians are embedded to explain the kind of content they encounter and decide to
share.

We operationalize digital literacy in three ways. First, we adapt two batteries developed in
other contexts: the “internet skills” measure developed in Hargittai (2005); Hargittai and
Patrick Hsieh (2012) and the “power user” scale developed by Sundar and Marathe (2010).
The former consists of a battery of questions about the familiarity of the respondent with
a variety of terms related to computers and the internet. We follow the selection of terms
and translation used by Correa et al. (2022) in the Chilean context. Respondents were asked
how familiar they were with the following: Advanced search, PDF, Spyware, Wiki,
Bookmark, and JPG. The outcome is a five-point scale ranging “not at all” to “a great deal.”

The latter scale consists of a series of questions about the habits and confidence of
technology users. This scale consists of twelve questions asking respondents how they
interact with technology, on a 9-point agree-disagree scale. These questions are intention-
ally more vague, and include “I make good use of most of the features available in any
technological device” and “Using information technology makes it easier to do my work.”

Finally, we developed a short measure of advanced WhatsApp-specific knowledge. There
are important restrictions on how messages can be shared that we expect expert WhatsApp
users to be aware of. We asked the following three questions: “How many photos can you
send via WhatsApp at the same time?,” “To how many people can you forward content via
WhatsApp?” and “How many times can content be forwarded on WhatsApp?”

It is possible that some respondents searched on the internet to find the correct answers.
While this is itself an important measure of digital literacy, in the future, we would choose to
measure these two aspects directly: to either instruct respondents not to look up the answer,
to include a time limit, or to include a separate information-retrieval task.
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The Effects of Self- and System-Generated Cues on Credibility

We explore two aspects of political communication on WhatsApp that have been developed
and applied to other populations to understand trust in the information shared on the
platform. First, we study the impact of content label cues such as the aforementioned
forwarded tag (Santini et al., 2021; Tandoc et al., 2022). Second, we revise the impact of
sources cues following growing efforts to understand and curb the spread of misinforma-
tion in private communication applications (Masip et al., 2021; Rossini, Anita Baptista,
et al.,, 2021; Sumitra et al., 2022).

The two experimental treatments we deploy are based on two distinct types of cues which
have been shown to affect credibility across a variety of online contexts: system-generated
cues and self-generated cues (Shan, 2016).

The central system-generated cue we study is the message informing the user if an message has
been “forwarded many times” (“Reenviado muchas veces” in Spanish) or only “forwarded.” The
“Reenviado muchas veces” dimension is relevant in light of one of the main features of WhatsApp.
As the messages between users are encrypted, the company cannot moderate its content, as it is
done in other platforms such as Facebook or Twitter. Therefore, the application uses informa-
tional strategies of this type to alert users about possibly problematic content. There is anecdotal
evidence that the label was interpreted by users in Mexico® and Colombia” as an attempt to stop
the spread of fake news (especially images).

Tandoc et al. (2022) provide a deeper qualitative understanding of the way that
WhatsApp users understand this system-generated cue: “Although the original intention
is to signal receivers that they are receiving a message that had been shared by others, the
forwarded tag, just like other system-generated cues online, may have intended and unin-
tended uses and understandings (p1856).” On average, the Singaporean subjects studied by
Tandoc et al. (2022) rated messages as lower in credibility when the “forwarded” message
was present; however, there was substantial heterogeneity that emerged in the qualitative
interviews. Of particular relevance to the current study is the interviewed that “referred to
the difference between a single arrow and a double arrow. . .The participant said: “The two
arrows means that it’s been forwarded more times, so it’s more reliable’ (p1860).”

This finding demonstrates the possible tension between the platform designers’ intended
purposes when implementing new affordances and their takeup by large and diverse
userbases. The discussion of digital literacy above is particularly relevant to this problem,
and it motivates out extension of Tandoc et al. (2022)’s study from the context of Singapore
to the two Latin American countries in the current study. In particular, we investigate
further the distinction between the demonstrated effect of the “two arrows” in reducing the
credibility of messages while having no effect on the change in attitudes intended in those
messages.

The primary self-generated cue we study is the presence or absence of a link to a news outlet
with the full story in addition to the screenshot image in our simulated messages. This second
dimension of interest, rather than evaluating a company’s strategy to combat misinformation,
aims to assess the effect that the format of the news circulating on the platform can have on users’
perceptions and behavior. In WhatsApp, news circulating without any link redirecting to a site are
common. In theory, these types of messages are more problematic as it is more difficult for the
user to verify the source and judge whether it is credible or not. However, the very absence of
a link can signal the trustworthiness of the content.



8 (&) K MUNGERETAL.

Understanding the impact of these self-generated cues through this arm of the experi-
ment is relevant if we start from the idea that there is a high level of concern about the
quality and accuracy of the information that circulates on WhatsApp (Rossini, Anita
Baptista, et al., 2021; Zhu et al,, 2022), and that the news could be consumed out of context
of the media brands (Masip et al., 2021). However, the evidence here is limited. Some
studies have found that the addition of a source cue on WhatsApp does not mediate the
impact of other efforts, such as corrections (Sumitra et al., 2022) or interpersonal discussion
(Vermeer et al., 2021).

An external link may have intended and unintended consequences that are worth
exploring experimentally. In particular, our designs separately analyze the effect of possible
cue sources on engagement, shareability, and credibility. Importantly, doing it experimen-
tally allows us to control for the type of information that is transmitted. Exploring these
possible differentiated effects is essential if we consider that the information communicated
on WhatsApp can have an impact on offline behavior (de Zuiiga et al., 2021; Rossini,
Stromer-Galley, et al., 2021) and that its nature of private communication allows the
proliferation of corrections by part of the users (Badrinathan, 2021; Rossini, Stromer-
Galley, et al., 2021).

Our experiments complement these efforts not only by exploring this type of strategy
in other contexts and with two much more representative experimental designs but
because it allows us to see variation within application-specific system-generated cues
(forwarded vs. forwarded many times), directly comparing these strategies against
environmental selfgenerated cues like the inclusion of a link to the news source, and
by exploring essential heterogeneities by age, digital literacy, education, and political
affiliation.

Research Question and Hypotheses

The above discussion of previous research ties together various strands of literature from
a variety of contexts, so we now provide several formal hypotheses to translate our
expectations into testable predictions. The overarching Research Question, then, is as
follows:

RQI1: How well does previous research on digital literacy and platform cues translate to
the context of WhatsApp use in Mexico and Colombia?

This Research Question is broken down into the following hypotheses:

H1: The correlation between education and digital literacy will be stronger than the cor-
relation between age and digital literacy.

Our read of the literature on the drivers of digital literacy, as well as our substantive
knowledge about the role of educational attainment in the context of Latin
American society, motivates Hypothesis 1. Note that this Hypothesis is the opposite
of results on this question in the context of the United States discussed above. This
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fundamentally descriptive (that is, non-causal) hypothesis is important because of
how it relates to the premises underlying theories of the spread of misinformation in
different contexts. Our goal here is to test whether these contexts do in fact differ
on this dimension.

H2: The inclusion of user-specific cues (here, a source cue) will cause an increase in the
perceived credibility of the news, as well as the propensity to read and share it.

There is a substantial literature on the connection between user-specific cues and especially
source cues and the credibility of news stories on social media more broadly. We therefore
have strong expectations that this cue will have an effect here, across all three of our
outcome measures.

H3: The inclusion of platform-specific cues (here, the “Muchas Veces” tag) will cause
a decrease in the perceived credibility of the news, but an increase in the propensity to read
and share it.

The literature on platform-specific cues provides more mixed findings, and of course
different cues have different effects. Research on this specific “Forwarded Many Times”
tag is inconclusive, and points to the possibility of different effects on the different outcome
measures of interest.

H4: The main effects in H2 and H3 will be significantly moderated by age and by digital
literacy.

These effect heterogeneities have been observed in a variety of experimental interventions
on digital media in the United States discussed above. We investigate whether the same
variables moderate the experimental cues in this case, and whether they apply here in
Mexico and Colombia.

In the sections that follow, we test these four hypotheses using two sources of evidence:
first, descriptive evidence from surveys conducted in these two countries on the socio-
demographic characteristics of WhatsApp users in Colombia and Mexico. Second, experi-
mental evidence from a randomized controlled trial, in which we varied the exposure to
user- and platform-specific cues for the interviewed subjects.

Sampling Internet Users

One challenge for research on low digital-literacy populations is that online conve-
nience samples tend to dramatically undersample them (Munger et al., 2021). We use
Offerwise, an established consulting company with over 16 years of experience in
online market research in Latin America. Offerwise has one of the largest and most
representative panels of respondents in Latin America and among U.S. Hispanics.®.
Recent published work using Offerwise to recruit Colombians include (Taillie et al.,
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2020), and recruiting U.S. Hispanics include (Street et al., 2015). The survey and
experimental design was approved by the Institutional Review Boards of participant
universities.

The survey of 1,745 respondents was conducted online in all 32 states of Mexico in
December 2021. The distribution of responses by state is similar to the national one
(national data for Mexico comes from INEGI). Our sample has an average age of 36
compared to the national average of 27. Education levels are higher in our sample as we
have 52% with higher education while the national average is 18%. Also, 60% of our sample
were women compared to 51% of the country.

In the case of Colombia, the survey of 1,519 respondents was conducted in 28 of the
32 departments of the country in February 2022. The average age in our sample is 34
compared to the national average of 31 (data on Colombian nationals come from DANE
and the World Bank). In terms of education, 51% have higher education in the sample
compared to 13% at the national level. Additionally, 50% of the sample are women
compared to 51% at the national level. The number of participants from indigenous
groups was 2.3% and from AfroColombians 5.5% (compared to the national average of
4.3% and 6.8%, respectively).

Our sample therefore falls somewhere between an online convenience sample from
familiar US-based survey respondent providers like MTurk or Lucid and a gold-standard,
nationally representative survey like the AmericasBarometer or Latinobarémetro.
According to Latinobarémetro (2020), for example, the average age for Mexican and
Colombian participants is 45 and 43 years old, respectively. In terms of age, our Mexican
sample’s age (35) is between the national average (27) and the nationally representative
survey. Our Colombian sample (33) is also closer to the national average (31) than the
Latinobarémetro.

The younger age and higher education levels observed in our sample may be attributed to
our focus on the WhatsApp users of both countries as our target population. According to
Latinobarémetro (2020), WhatsApp users tend to be younger with an average age of 39
years old, which is consistent with our sample. Moreover, the percentage of individuals with
higher education is also higher among WhatsApp users, with 30% in Colombia and 29% in
Mexico, compared to the national average of 13% and 18%, respectively. These character-
istics suggest that our sample closely resembles the online community in these countries.

While we therefore avoid making descriptive inferences about a general population of
either Mexico or Colombia, our sample is appropriate to the analyses we conduct. We are
interested in studying the use of a digital tool among a group of people who are already

somewhat familiar with digital tools and, in any case, could use a platform like
WhatsApp. That is, there are many citizens in these countries who cannot be reached by
Offerwise’s online survey — but these people are not part of our population of interest, which
are the internet users of these two countries. Furthermore, based on accumulating evidence
about the generalizability of survey experiments from online convenience samples to
nationally representative target populations (Coppock, 2019; Coppock et al., 2018; Peyton
et al., 2021), the estimated treatment effects from our central experiment should apply to
a larger population of interest.
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Describing the Platform and User Environment

Figure 1 displays the density plots of internet and app use by respondent age in Colombia;
Figure 2 does the same for Mexico. We ask participants to report the frequency with which
they use the internet, WhatsApp, Facebook and Twitter. The x-axis represents the frequency

Of internet and app use from never at all (1) to multiple times a day to (7), while the
y axis shows the percentage of respondents in each age category. The top row of each figure
replicates previous findings that nearly every respondent in our survey uses WhatsApp
many times a day, almost as much as use the internet. Most participants, across all age
groups, use WhatsApp multiple times a day: 96% in Colombia and 91% in Mexico. In both
countries, Facebook use is nearly as common as WhatsApp use, with 72% and 73% in
Colombia and Mexico, respectively.

Next, we describe the distribution of our samples (Figure 3 for Colombia and Figure 4 for
Mexico) along the three dimensions of digital literacy outlined above. The top row of each
figure displays the distribution of the “Internet Skills” measure along both age and
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Figure 3. Age, education and internet skills, power use, advanced WhatsApp knowledge in Colombia.
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Figure 4. Age, education and internet skills, power use, advanced WhatsApp knowledge in Mexico.

education. We see significant heterogeneity on both dimensions and for both countries; in
both cases, and in contrast to findings from the US, there is more variance along education
than age. Furthermore, we find noticeable non-monotonicity in Internet Skills by age: in
both countries, middle-aged respondents score higher than either younger or older
respondents.

The second row of each figure displays respondents’ scores on the “Power User” scale.
There is less variance along this dimension in either age or education, although the oldest
category of respondent scores lower than other age categories. The exception is in Mexico,
where we observe significant and monotonic increase in “Power User” score by education.
The difference between the two countries in this respect points to some significant differ-
ence in the role that formal education plays in either how people verify information they
encounter online or how society is stratified more broadly; we leave this distinction to
future research.

The bottom row of each figure demonstrates the scores on our novel measure of
“Advanced WhatsApp Knowledge.” This is a four-point measure, so the visualization is
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Figure 5. Reenviado Muchas Veces and Link (left); Reenviado and no Link (Right).

bunched along those four points. Within the two countries, there are noticeable but not
consistent trends in advanced WhatsApp Knowledge by both age and education.
Particularly noteworthy, however, is that the effect is not monotonic: in both countries,
the highest-education category is less likely to answer all three questions correctly than are
people in the middle range of educational attainment.

In sum, the descriptive analysis presented in this section, particularly the analysis
associated with the “Internet Skills,” of the respondents in Mexico and Colombia,
provides evidence in favor of hypothesis H1 posed in Section 2.4: the correlation
between education and digital literacy is greater than between age and digital literacy
in these two countries.

WhatsApp-Specific and User-Specific Cues Experiment
Design

We deployed the experimental section at the end of each survey in both countries. The
two experiments follow the same design: in each study, we showed each respondent
a series of ostensible screenshots of WhatsApp messages that included recent news
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stories from the respective countries. We rely on easily recognizable political events for
selecting the news. The news stories referred to visible figures of the left, right, and
center in Colombia and left and right in Mexico. The political parties in Mexico have
recently been divided between right and left, with no strong centrist option. We
classified traditional parties based on their support or opposition to the leftist party
coalition, MORENA, and thus focused solely on the right and left classification in
Mexico. In contrast, we adopted a three-part distribution in Colombia that included
a center category. Although some parties have shifted between right and center during
certain historical periods, we analyzed separately the parties that were clearly classified
as center during our study period.

To select the news stories, we sampled from real recent news stories rated by fact-
checking websites as false in each country. Specifically, we used ColombiaCheck and La
Silla Vacia in Colombia and Animal Politico in Mexico.” Like PolitiFact or FactCheck.org in
the U.S., these websites are dedicated to rate the accuracy of media content, including viral
pictures on social media, claims by elected officials, articles in newspapers, etc. These news
generally presented information about salient leaders in both countries, such as Alvaro
Uribe and Gustavo Petro in Colombia, or Andres Manuel Lopez Obrador and Felipe
Calderon in Mexico. In an environment of high polarization around the elections, this is
the type of information circulating massively on WhatsApp in both countries.'’

We used a 2 x2 factorial design, where we manipulated two aspects of the image:
whether the linked news item included the WhatsApp-supplied label “Reenviado muchas
veces” or simply “Reenviado”''; and whether the linked items contained a link to a news
outlet or was simply an image and a text taken from the news outlet. We call these the Shares
Treatment and the Source Treatment, respectively.'>

After the respondents answered the demographic and social media usage questions, they
were equally likely to be assigned to one of the experimental conditions described above.
Figure 5 shows example stimuli that demonstrate the relevant dimensions of manipulation.
The left panel demonstrates the “Reenviado muchas veces” message and includes a link to
the original story; the right panel demonstrates the “Reenviado” message with no link. The
Appendix includes a description of the instrument with all the images and text used.

After each image or text, participants answered a series of outcome questions. In both
studies we analyzed three main outcomes related to the respondent’s trust in the informa-
tion presented. We asked respondents three questions about the content on the image or
text: a five-point scale of “How likely are you to read the article associated with the
screenshot?,” a binary question about “How credible do you think the article associated
with the screenshot is?,” and a five-point scale of “How likely is it for you to share the article
associated with the screenshot?” We analyze each of the outcomes separately.

We estimate the effect of the intervention on each of the outcomes via OLS. We compute
robust standard errors clustered at the respondent level. We estimate the following
equation:

Y; = a+ B,(Source) + B, (Source + Muchas) + B;(No — Source + Muchas) + yX; + &;,

where Y; is the outcome variable of interest, “Source” denotes assignment to the Source
Treatment, “Source + Muchas” denotes assignment to both the Source and Shared
Treatments, and “No-Source + Muchas” denotes assignment to the Shared Treatment
only. Finally, X; is the vector of covariate values for individual i, €; is the error term and «,
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B1> B2 B3> and y are the parameters to be estimated. In this way, the coefficients f3;, 5, and f3,
in addition to the analysis of heterogeneous treatment effects that we describe in the
following section, allow us to corroborate hypotheses H2-H4 of section 2.4, related to the
causal effects of user- and platform-specific cues on the behavior of WhatsApp users in
Colombia and Mexico.

Experimental Results

We turn now to the results of our survey experiment designed to test the effects of different
WhatsApp-specific source cues. Table 1 displays the results from the experiment imple-
mented in Colombia. There are a number of strong but non-experimental relationships
between individual characteristics and each of the outcome measures, and while they are
not our focus here, they may be of interest to inspire future research.

The experimental results can be found in the first three rows of Table 1. Relative to the
condition with simply “Reenviado” and no link, the addition of a link (rows 1 and 2)
increases the likelihood that the respondent will read, share and find the message credible.
However, the addition of “Muchas Veces” without a source cue (row 3) fails to produce any
significant effect.

Table 1. Mexico: Treatment Effects (Standard Errors Clustered at Respondent).

Read Read Share Share Credible Credible
(1) (2) (3) (4) (5) -6
Source 0.08* 0.20 0.08** 0.12 0.07*** 0.14%**
(0.05) (0.14) (0.04) (0.12) (0.02) —-0.05
Source + Muchas 0.07 0.16 0.07* 0.12 0.05%** 0.12%*
(0.05) (0.15) (0.04) (0.12) (0.02) —0.05
No Source + Muchas 0.05 0.18 0.04 0.13 0.01 0.06
(0.05) (0.14) (0.04) (0.12) (0.01) —-0.05
Female —0.18*** —0.18*%** —0.27%** —0.27%** 0.0005 0.0003
(0.06) (0.06) (0.05) (0.05) (0.02) —0.02
Education —0.19%** —0.19%** —0.13%** —0.13%** —-0.02* —-0.02*
(0.04) (0.04) (0.04) (0.04) (0.01) —-0.01
Skills 0.03 0.03 0.03 0.03 0.004 0.004
(0.04) (0.04) (0.04) (0.04) (0.01) —0.01
Power —0.12%** —0.12%** —0.16*** —0.16*** —0.01 —0.01
(0.02) (0.02) (0.02) (0.02) (0.01) —-0.01
Knowledge 0.04 0.04 0.01 0.01 0.004 0.004
(0.03) (0.03) (0.03) (0.03) (0.01) —0.01
Age —0.001 0.002 —0.004 —0.002 —0.003*** —0.002*
(0.003) (0.004) (0.002) (0.003) (0.001) —0.001
Center Party 0.32%** 0.32%** 0.38*** 0.38*** 0.02 0.02
(0.08) (0.08) (0.07) (0.07) (0.02) —0.02
Right Party 0.20%* 0.20%* 0.25%** 0.25%** 0.02 0.02
(0.09) (0.09) (0.08) (0.08) (0.02) —-0.02
Left Party 0.39%** 0.39%** 0.23%** 0.23%** 0.05** 0.05**
(0.08) (0.08) (0.08) (0.08) (0.02) —0.02
Share Political News 0.05%* 0.05%* -0.02 -0.02 —0.001 —0.001
(0.02) (0.02) (0.02) (0.02) (0.01) —-0.01
Source X Age —0.004 —0.001 —0.002*
(0.004) (0.003) —0.001
Source + Muchas X Age —0.003 —0.002 —0.002
(0.004) (0.003) —0.001
No Source + Muchas X Age —0.004 —-0.003 —0.001
(0.004) (0.003) —0.001
Constant 3.60%** 3.57%x* 3.28%** 3.23%** 0.50%** 0.45%**

(0.21) (0.23) (0.20) (0.21) (0.06) -0.06
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Turning to heterogeneous treatment effects, we find in column 6 some evidence that
older people are less responsive to the addition of a link than are younger people. However,
we caution that this result is significant only at p < .1.

Table 2 displays the results from the experiment we implemented in Mexico. In this case,
the addition of the source cue in treatments 1 and 2 also has an effect on each outcome in at
least one specification. Here, however, the addition of “Muchas Veces” in row 3 causes
a significant increase in the likelihood that the response would share the story, while leaving
the other two outcomes unchanged. In terms of heterogeneous effects, we only find
evidence of an interaction between age and treatment 1 on the likelihood of reading the
story.

All in all, we obtain support for some but not all of the specified experimental hypoth-
eses. First, news that includes the user-specific cue of an identifiable source are more likely
to be read and shared. They are also reported to be more credible, although we point out
that this effect size is roughly twice as large in Colombia as in Mexico. This generally
provides support for Hypothesis H2 of section 2.4. However, the platform-specific cue that
the article has been shared many times did not have any effect in the case of Colombia. In
Mexico, in according with our Hypothesis H3, we find the expected increase in the like-
lihood of sharing the story, but no effect on the other two outcomes of interest.

Table 2. Colombia: Treatment Effects (Standard Errors Clustered at Respondent).

Read Read Share Share Credible Credible
(1) ) (3) (4) (5) -6
Source 0.01 0.25%* 0.07* 0.15 0.03* 0.08*
(0.04) (0.13) (0.04) (0.12) (0.01) —-0.04
Source + Muchas 0.01 0.10 0.09%* 0.02 0.01 0.05
(0.04) (0.13) (0.04) (0.12) (0.01) —-0.04
No Source + Muchas 0.04 0.005 0.09%* 0.08 0.02 0.07
(0.04) (0.13) (0.04) (0.12) (0.01) —-0.05
Female 0.07 0.07 0.02 0.02 0.01 0.01
(0.06) (0.06) (0.05) (0.05) (0.01) —-0.01
Education —0.16*** —0.16*** —0.09** —0.09** —0.01 —-0.01
(0.04) (0.04) (0.04) (0.04) (0.01) —-0.01
Skills —-0.05 —-0.05 -0.04 —-0.04 0.002 0.002
(0.03) (0.03) (0.03) (0.03) (0.01) —-0.01
Power —0.05%* —0.05** —0.12%** —0.12%** —0.01 -0.01
(0.02) (0.02) (0.02) (0.02) (0.01) —-0.01
Knowledge 0.06** 0.06** 0.01 0.01 0.01** 0.01**
(0.03) (0.03) (0.03) (0.03) (0.01) —-0.01
Age 0.002 0.004 —0.071%** —0.01*** —0.004*** —0.003***
(0.002) (0.003) (0.002) (0.003) (0.001) —0.001
Right Party 0.23*** 0.23%** 0.36*** 0.36%** 0.07%** 0.07***
(0.07) (0.07) (0.06) (0.06) (0.02) —-0.02
Share Political News 0.07*** 0.07%** 0.03 0.03 0.01 0.01
(0.02) (0.02) (0.02) (0.02) (0.01) -0.01
Left Party 0.52%** 0.52%** 0.56*** 0.56%** 0.10%** 0.10%**
(0.06) (0.06) (0.06) (0.06) (0.01) —-0.01
Source X Age —0.01** —0.002 —0.002
(0.003) (0.003) —0.001
Source + Muchas X Age —-0.003 0.002 —0.001
(0.003) (0.003) —0.001
No Source + Muchas X Age 0.001 0.0001 —0.001
(0.004) (0.003) —0.001
Constant 3.26%** 3.18%** 3.16%** 3.16%** 0.42%** 0.39%**

(0.20) (0.21) (0.18) (0.20) (0.05) -0.05
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The evidence for our Hypothesis H4 is generally very weak. We find two instances of
effect heterogeneity in age, but they are spread across different outcome measures and
countries without any informative pattern. And for effect heterogeneity in digital literacy,
operationalized in three different ways, we find consistently null results that we do not
report here for space reasons. For H4, then, we find null results.

In the Appendix, we conduct exploratory heterogeneity analysis in order to take full
advantage of our dataset and explore whether there are differences in treatment effects for
participants who previously encountered fake news on WhatsApp. As Appendix Table Al
and Table A2 show, the results remain the same even after controlling for previous exposure
to fake news.

We also examine whether the treatments have different effects based on the partisanship
of the party or candidate being attacked (Appendix Table A3 and Table A4). Although
partisanship influences people’s perception of information on social media, we find no
consistent partisan differences in treatment effects. For example, the effect of the
“Reenviado” label in Colombia is always positive, regardless of whether the news targets
the left, center, or right. However, there is a general

partisan difference in the reception of misinformation, particularly in Mexico.
Participants on the left (right) are more likely to find misinformation attacking right-
(left-) wing parties or figures credible. Nonetheless, all participants are equally likely to
read and share misinformation attacking the left or right. In Colombia, those who identified
with left- (right-) wing parties are less likely to read, share, or find credible misinformation
attacking the left (right). Also, participants who identified with a centrist party are equally
likely to read, share, or find credible misinformation attacking rightist, leftist, or centrist
parties.

Conclusion

The technological shocks of the internet, smartphones and social media are re-organizing
the social and political landscape. In particular, the information flows that underwrite the
functioning of democracy have been transformed. Acknowledging the magnitude of these
shocks does not entail a naive technological determinism. Indeed, it is essential that political
communication researchers recognize the dizzying variety of forms that digital commu-
nication have taken as different communities have incorporated the internet differently.

Our paper is a minor step toward addressing the widely-bemoaned inequality in the
scholarly attention paid to social media use in the Global North. Rather than starting from
scratch in each new sociotechnical context, we adapted relevant theories and methods to
reflect the dominant ways in which social media is used for political communication in
Mexico and Colombia.

“Digital Literacy” is an increasingly prominent conceptual frame that emphasizes the
heterogeneity in how citizens interpret and interact with information encountered on the
internet. But we argue that a universal theory of “Digital Literacy” that measures the same
skills and capacities regardless of context is worse than useless, advocating instead for
theoretically-informed “digital literacies” that can be empirically validated based on the
contexts they aim to explain.

Whereas the paradigmatic internet user in existing conceptions of digital literacy is
English speaking, using a desktop, navigating a feed-driven social media platform, above
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the global median in formal education, and unconstrained by data access, we develop and
apply the concept in the context of a paradigmatic user located in the Global South, using
a mobile device, navigating a group chat-driven social media platform, potentially quite low
in formal education, and potentially constrained by mobile data credits. From this premise,
we begin to establish descriptive facts about how Colombians and Mexicans use the internet
and various social media platforms.

We then deployed existing survey measures of digital literacy in order to establish
a baseline for future research. As expected, these measures are not perfectly suited to
the WhatsApp context, but neither are they irrelevant. The most striking contrast to
trends observed in the United States is that the Internet Skills measures tend to be
more tightly correlated with education levels than with respondent age. This result
corroborates the first testable hypothesis that we proposed in this study. Our theore-
tical understanding of the social and political phenomena that tend to develop digital
literacy causes us to predict that the United States is the outlier here. Similar to
Mexico and Colombia, most nations in the Global South have a lower number of
college degree graduates and a higher variation of education levels than the United
States, making education (a proxy for human capital) more relevant than age to how
citizens of these nations understand the information they see on the internet. Future
analysis of digital literacy in the Global South should pay particular attention to
respondent education levels.

Finally, we deployed a survey experiment to understand how our respondents evaluate
information they encounter on WhatsApp. Mimicking the format of a news story shared
within a group chat, we manipulated two features of the story: whether it included a user-
specific cue in the form of a link to the source, and whether it included a platform-specific
cue in the form of the WhatsApp-supplied label “Reenviado Muchas Veces.”

We describe a variety of demographic correlations that bear future investigation - for
example, that older respondents in both countries found all of the stories less credible than
did younger respondents, and that more educated respondents were consistently less likely
to want to read or share the stories. Among our experimental manipulations, we find that
the addition of the userspecific cue increases the likelihood that respondents will want to
read, share and find credible the story in a majority of specifications. This allows us to
corroborate the second testable hypothesis raised in the study. In contrast, there is only
evidence that the platform-specific “reenviado muchas veces” label affected one of these
outcomes, the likelihood of sharing the news story (and here, only in Mexico and not in
Colombia). In contrast to our third Hypothesis, we find no effect of this cue on the
respondent’s estimation of the credibility of the news or likelihood of reading it.

These findings offer support for the growing consensus in the misinformation literature
that the propensity to share news is not driven (solely) by credibility; indeed, following the
results in Tandoc et al. (2022), we find that the platform-specific cue had an effect on the
desire to share the news without affecting perceived credibility.

Finally, and contrary to our fourth hypothesis, we find that null results for treatment
effect heterogeneity in both age and digital literacy, with the latter operationalized in three
different ways. This result connects to one of the central motivations for the paper: the
difficulty in transporting both theoretical and empirical knowledge from one context to
substantially different ones. We do not conclude from these findings that the effects of the
platform- and user-specific cues are constant across all types of people in Mexico and
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Colombia, but rather that there is more work to be done in both conceptualizing and
operationalizing the relevant moderating variables.

It is possible, for example, that there is a distinct operationalization of “digital literacy”
which would reveal that this is in fact a relevant treatment effect moderator. However, it is
also possible that the underlying cultural or psychological mechanism is distinct from what
we have theorized. This kind of question is best answered by qualitative scholars, and we
encourage experts in these methods to continue to explore the topic.

Another crucial limitation of these findings stems from the challenges presented by
quantitative research based on sampling from an unknown population. We are particularly
concerned with understanding the experience of low digital literacy citizens in Mexico and
Colombia, but this group is definitionally unlikely to appear in any online survey sample.
Although we worked with an established market researcher specializing in this region, we
cannot be certain that we reached a representative sample because of this structural bias. We
encourage future research - likely qualitative, based on a small but intentional sample - to
understand the magnitude of this bias.

We encourage further research on how people in different contexts understand the
information they encounter on the internet. There is a growing body of research on digital
communication in the Global South focused on “misinformation,” but we argue that this
topic can only be addressed superficially without a richer understanding of the underlying
information ecosystems.
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and https://www.animalpolitico.com/sabueso/. Last accessed: 4/2/2022.
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content. Therefore, our results apply to this type of news, not necessarily news and other
information shared on the platform. The focus on fake news may reduce variation in the
probability of respondents sharing, reading or trusting the information.

11. “Forwarded” messages can be sent to up to five chats at a time, while “forwarded many times”
messages can only be forwarded to one chat at a time. The “forwarded many times” feature was
introduced in 2019, in an attempt to combat misinformation and fake news. See https://tech.
hindustantimes.com/tech/news/whatsapp-now-tells-users-when-a-message-has-
beenforwarded-many-times-story-IRFr4I0jLGFMOVNQZLrFPP.html. Last accessed: 4/2/2022.
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12. To assess whether or not WhatsApp’s “Reenviado muchas veces” strategy was effective, it
seems reasonable to use as a comparison the placebo strategy in which the message is simply
labeled “Reenviado.” It would have been useful to study how either of these two labels
compares with a pure control in which no label is used at all. Unfortunately, since we had
another dimension (inclusion of a link) in our factorial design, for reasons of statistical power
we could not include this scenario.
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